
WI National Guard 


Privacy Act Statement/ Confidentiality Agreement





While volunteering with the WI National Guard, you may have access to Protected Personal Information (PPI) and confidential information regarding the service member, family, business practices, or property of the Family Program for the WI National Guard. Under the Privacy Act of 1974 and other relevant laws, the WI National Guard and Family Program Office require that you sign this confidentiality statement to ensure that you understand your obligations to keep all of this information confidential.





I understand that federal and state laws and regulations require that PPI be kept strictly confidential, and that this includes information that is spoken, written, or in a computerized format. These laws and regulations require that PPI be accessed, used, and disclosed on a need-to-know only basis. This applies to any information about a person’s physical or mental status, the fact that they might be requesting any kind of assistance, or even basic information such as the clients name or where they live.





I understand that any information including, but not limited to, the operations, and business practices, as well as any PPI must be kept confidential; and, in no way is this agreement a transfer of the rights to this information to me or any other party and that the WI National Guard and Family Program Office maintains sole ownership to the rights to this information.





I agree that I will keep all PPI and any information including, but not limited to, the operations and business practices, as well as any PPI confidential and will use it only for the purposes associated with the phone call, email or visit and will not disclose this information to any third parties.





I also agree to not copy any information including, but not limited to, the operations and business practices, as well as any PPI unless it is for a use associated with the purpose of the phone call, email, or visit.





I understand that I am prohibited from using this experience to recreate the process developed with this operation that has resulted in confidential information including, but not limited to, the operations and business practices, as well as any PPI of the client.





I understand that there are legal penalties for violating client confidentiality, laws infringing on confidential business practices, information and property rights and that the WI National Guard and Family Program Office in federal or state court may seek these penalties.





OPERATIONS SECURITY (OP SEC)





I understand that any Military OP SEC information to include but not limited to:  mission details, location, number of service members, security procedures, any information regarding unit deployment, and personnel transactions needs to remain confidential and not to be released to anyone for any reason.





I understand that any Family OP SEC information to include but not limited to name, addresses, phone numbers, email addresses, and social security numbers should not be released or published in any manner to avoid this information getting into the hands of adversaries.





I understand that there are legal penalties for violating the rules of OP SEC and the Privacy Act of 1974, and that the WI National Guard and Family Program Office may seek these penalties in federal or state court.





Signature:  __________________________________________________    Date: ________


Print Name:  _____________________________________________________________





Command Signature___________________________________________    Date    ________





10/2011








